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Zero-Knowledge Proofs

..................



Knowledge Proof: Motivation

A Zero-Knowledge Proof (ZKP) allows a prover P to convince a verifier V that a statement is true without
revealing the underlying secret information.
Basic Setting

m P knows a secret witness w.

m P wants to prove that w satisfies some relation.

m V knows the public statement x.

The verifier should learn nothing beyond the validity of the statement.

R(x,w) =1

Prove knowledge of w without revealing w
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What Does a ZKP Provide?

A ZKP is usually characterized by three properties.

Completeness

If the statement is true and the prover follows the protocol, the verifier accepts with overwhelming probability.

Soundness

A cheating prover should not be able to convince the verifier that a false statement is true, except with
negligible probability.

Zero-Knowledge

The verifier learns nothing about the witness beyond the fact that the statement is true.

Pr[V accepts | (x,w) € R] = 1

Pr[V accepts a false statement] < negl(\) %
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Example: Sudoku as a ZKP Problem

Suppose Alice claims that she knows a valid solution to a Sudoku puzzle.

Goal

Alice wants to convince Bob:
“I know a valid Sudoku solution.”

without revealing the solution itself.

m Public input: the Sudoku puzzle.
m Secret witness: a completed valid Sudoku grid.

m Verification: the completed grid satisfies all Sudoku constraints.

R(Puzzle, Solution) = 1

Question: Can Alice convince Bob without showing the solution?
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Sudoku ZKP: A Cut-and-Mix Protocol

Suppose the prover knows a valid solution to a Sudoku puzzle.
The prover makes many identical copies of the solved Sudoku.
Each copy is completely hidden using stickers, so that the entries cannot be seen.
The challenger randomly chooses one hidden copy.
The challenger chooses one of the 27 possible units: a row, a column, or a 3 x 3 box.
The prover cuts out the selected unit from the hidden copy.
[@ The prover cuts the selected unit into its 9 individual cells, mixes the cells, and gives them to the challenger.
The challenger checks that the 9 revealed cells contain exactly the digits 1,...,9.

The process is repeated independently for multiple copies.

A valid solution passes every challenge, while a false solution is detected with high probability. ‘

At most 27 different challenges are needed to test all rows, columns, and boxes.
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A New Problem: Machine Learning as a Service

Consider a machine-learning service operated by a server S.
m Client sends an input x.
m Server evaluates a model f.
m Client does not want to receive the complete prediction.
m Server only reveals whether the result belongs to a specified range.

For example:
f(x) e[L,U] or f(x)¢][L, U]

New Question

How can the server convince the client that the claimed range condition is correct without revealing unnecessary
information?

ZKP can prove the correctness of the hidden computation.
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What Information Is Public and Secret?

Before selecting a ZKP protocol, we must identify the different types of data involved.

Public Information
m Model description or commitment to the model.

m Input, if it is public.

Required output range [L, U].

Security parameters.

Private Information

Private input x.
m Model parameters.

m Exact model output y = f(x).

m Intermediate computation values.
v

Public statement  xpub Private witness w w
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The Importance of the Data and Query

The required ZKP construction depends strongly on what must remain private.
Possible Requirements

m Private input, public model.

m Public input, private model.

m Private input and private model.

m Exact output hidden.

m Only a predicate about the output revealed.

For the range-query setting:

y =f(x)
but the verifier should learn only:

y € [L, U]
Thus the ZKP statement can be expressed as:

Iw:  R(xpub,w) =1
where w contains the hidden input, computation, output, or other required secret information. @‘%
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The statement determines the appropriate ZKP protocol.
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Problem: Proving Possession of a Secret Key

Suppose a public-key encryption scheme has
(pk, sk) < KeyGen(1™).
A prover P claims to know the secret key sk corresponding to the public key pk.

Goal

Prove:
Jsk: pk = KeyGen,,,(sk)
without revealing sk.

Question: Can the verifier test knowledge of sk without seeing sk?
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Challenge-Response Construction

Assume an encryption scheme (Enc, Dec) with public key pk.

Challenger chooses a random value r.
Challenger computes

¢ < Enc(pk, r).
Challenger sends c to the prover.
Prover computes

r" + Dec(sk, c).
Prover sends r’ to the challenger.

@ Challenger accepts if

Intuition

Only someone possessing the corresponding secret key should be able to recover the random challenge r.
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What Does This Protocol Prove?

The prover does not send the secret key.
Instead, it demonstrates its ability to perform a computation that requires the secret key.

¢ = Enc(pk,r)

r' = Dec(sk, c)
The verifier checks:

Important Observation

The challenge r is freshly generated and unknown to the prover before receiving the ciphertext. J

Therefore, successful responses provide evidence that the prover possesses the corresponding secret key.

Knowledge of sk = ability to answer fresh challenges

vvvvvvvvvvvvvvvvvv



ElGamal Encryption

Let G be a cyclic group of prime order g with generator g.
The secret key is:
X < Zgq.

The public key is:
y=g"

To encrypt a message m, choose random k < Zg and compute:

(crve2) = (g4,my*) .

Decryption uses x:
2

-
51

Question

Can we prove knowledge of x corresponding to the public key y = g* without revealing x?
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Schnorr ldentification Protocol

The prover knows x such that:

y=8
Prover chooses
r<—7Zq
and sends
a=g".
Verifier chooses a random challenge
C <+ Zq.

Prover computes

and sends z.

Verifier checks
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Why Does Schnorr Work?

The honest prover sends:

Z=1r+cx.
Therefore:
gz — gr+cx — gr(gX)c — ayc.

Hence the verifier accepts.
What Is Hidden?
The prover never reveals x.
The verifier sees only:

(a, ¢, z).

v

Underlying Hardness
A verifier should not be able to compute x from

y=g"
because this would require solving the discrete logarithm problem in the underlying group.




Schnorr as a Proof of Knowledge

The Schnorr protocol proves knowledge of a witness x satisfying:

X

y=8-

The relation is:
Rly,x)=1 <+ y=g"

Thus:

‘ Prover knows x such that y = g*

without revealing x.

Key ldea

The verifier challenges the prover after seeing a commitment. The response must be consistent with both the
commitment and the hidden witness.
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Interactive vs. Non-Interactive Proof

The Schnorr protocol is interactive:
Py Py
The verifier must generate and send the challenge c.

Goal

Remove the interaction while preserving the security properties. J

A common approach is to derive the challenge using a hash function:
c= H(y7 a’ m)7

where m may represent a message or protocol context.
The proof becomes:

m=(a,z).
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Fiat-Shamir Transformation

Starting from the Schnorr protocol:

a=g", ¢ + Zq, z=r+cx.

Replace the random challenge with:
c=Hly,a).
The prover computes:
z=r+H(y,a)x (mod g).
The verifier recomputes:
c=H(y,a)

and checks:

Interaction removed using a hash-derived challenge
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Why Non-Interactive Proofs?

Non-interactive proofs are useful when the proof must be:
m generated once by the prover,
® transmitted to another party,
m verified later,
m verified by multiple parties,
m used inside a larger cryptographic system.

The proof can be represented as:
m = Prove(x, w)

and verification as:
Verify(x, ) € {0,1}.

Important Transition

We have moved from
interactive challenge-response

to
a transferable proof.




Next Problem: Proving a Range

Return to the machine-learning example.
Suppose the server computes:

The server should convince the client that:

without revealing the exact value of y.

Desired Proof

The server proves:
Jy,w: y=f(x,w) A L<y<U.

The verifier learns only that the condition is satisfied.

‘ Can we prove that a hidden value lies in a public range? ‘

This leads to Range Proofs. wor g
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