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Cryptographic Hash Function
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Cryptographic Hash Functions

A cryptographic hash function is a deterministic function

H:{0,1}* — {0,1}",

that maps an arbitrary-length message to a fixed-length digest.

Message Hash Digest
m Function h = H(m)

Characteristics
m Input: arbitrary length.
m Output: fixed length (e.g., 256 bits for SHA-256).
m Deterministic and efficiently computable.

Mainly used for Message Integrity




Security Properties of Hash Functions

A secure cryptographic hash function should satisfy
m Preimage Resistance
Given h, it is computationally infeasible to find m such that H(m) = h.

m Second Preimage Resistance
Given m, it is computationally infeasible to find m’ # m such that H(m) = H(m').

m Collision Resistance
It is computationally infeasible to find m # m’ satisfying H(m) = H(m').
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How Are Cryptographic Hash Functions Constructed?

Theoretical Construction Modern Construction
Security can be derived from well-established Practical hash functions are designed using
computational assumptions such as efficient symmetric operations such as

m Discrete Logarithm Problem (DLP), m compression functions,

m Integer Factorization, B permutations,

m Lattice problems. m substitution and diffusion,
These constructions typically provide provable m ARX operations (Add, Rotate, XOR).
security but are often computationally expensive. Examples include SHA-2, SHA-3, and BLAKES.

v

Key Observation

Unlike public-key cryptography, modern hash functions rely primarily on careful engineering design and
extensive cryptanalysis rather than on a single mathematical hardness assumption.
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Applications of Hash Functions

Message Digest
Applications

h = H(m). m Message integrity
m Digital signatures
m Message authentication (HMAC)
m Password hashing
m Blockchain
|

The digest acts as a compact fingerprint of the message.

Integrity Verification
Sender transmits

(m, H(m)). File verification |
The receiver recomputes H(m) and compares the two
digests.
Important

A hash function alone provides integrity checking, but not authentication. Anyone can compute H(m).
Authentication requires a secret key (HMAC) or a digital signature.




Digital Signature Scheme
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Digital Signature Scheme

A digital signature scheme consists of three polynomial-time algorithms.

(KeyGen, Sign, Verify).

(pk, sk) < KeyGen(1") Components

m Public key (pk)
m Secret key (sk)
m Signature (o)
b + Verify . (m, o) m Verification algorithm
where b € {0, 1}.

o <+ Signg(m)

Purpose
Provide authentication, integrity, and non-repudiation for digital messages. J
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How Does a Digital Signature Work?
Message Sign m Signature
m using sk o

Verify (o ,m)
using pk

Accept / Reject

Only the holder of the secret key can generate a valid signature, while anyone possessing the public key
can verify it.
A secure signature scheme should satisfy
m Correctness
A valid signature generated using sk must always verify using pk.

m Existential Unforgeability gl
Without the secret key, no efficient adversary should produce a valid signature on a new messageunm




Construction of Digital Signature Schemes

Theoretical Construction Modern Signature Schemes
Security is based on computational hardness Widely used examples include
assumptions such as = RSA-PSS

m Discrete Logarithm Problem, = ECDSA

m Integer Factorization, m Ed25519

m Lattice Problems. = ML-DSA (Dilithium)
Security is proved by reduction to these hard m Falcon
problems. | Post-quantum schemes rely mainly on

lattice-based assumptions.
V.

Key Observation

Unlike hash functions, digital signatures derive their security from well-defined mathematical hardness
assumptions and are accompanied by formal security reductions.
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KDF: Key Derivation Function

Produces a strong secret key k from r, and rs.
Now both Alice and Bob share the same secret key k.
‘An eavesdropper cannot compute k.
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Choosing the Right Primitive

Security Goal | Primitive Typical Usage
Confidentiality | Block / Stream Cipher | Encrypt messages

Integrity Hash Function File verification, fingerprints
Authentication | Digital Signature Public-key authentication
Authentication | MAC (Keyed Hash) Shared-key communication

Practical Observation

m Digital signatures are computationally expensive and are typically used only during public-key
establishment, certificate verification, software signing, etc.

m Once a shared secret key has been established, authentication is performed using a keyed MAC or,
more commonly, an authenticated encryption (AEAD) scheme.

For continuous communication, separately computing a hash (e.g., SHA-256), a MAC, or a digita),
signature for every message introduces additional computation. Can authentication instead be achi

SER
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From Digital Signatures to Authenticated Encryption

Digital signatures provide authentication and integrity, but generating a signature for every encrypted
message is computationally expensive.

Similarly, transmitting

(m, H(m))

does not provide authentication, since anyone can compute the hash.

Key Observation

Once a shared secret key has been established, integrity and authentication can be achieved much more
efficiently during the encryption process itself, without generating a separate digital signature for every
message.
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What Can We Do at the Block Level?
to achieve

confidentiality, integrity, and authenticity?
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Confidentiality: CBC and CTR are Equally Secure

Assume the underlying block cipher is a secure pseudorandom permutation.

Security Guarantee

Both CBC (with a fresh random 1V) and CTR (with a unique nonce/counter) provide IND-CPA
security.
They achieve essentially the same level of confidentiality.

CBC CTR

m IND-CPA secure m IND-CPA secure

m Sequential encryption m Parallelizable

m Random IV m Unique nonce/counter
Key Point

Neither mode is more secure than the other with respect to confidentiality. The difference lies in
efficiency and usability.




Confidentiality Alone is Not Enough

Suppose Alice encrypts
m = $1000.

Encryption produces
¢ = Ency(m).

An attacker modifies the ciphertext
c— c.

Bob decrypts
m’ = Deck(c’).

Problem

CBC and CTR cannot determine whether the ciphertext has been modified.
They guarantee confidentiality, but not integrity or authenticity.
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Why ECB Does Not Provide Integrity

Recall that ECB encrypts each block independently:
¢i = Ex(m;).
Suppose an attacker intercepts the ciphertext
(c1, ¢, c3,Ca)
and replaces the second block with another valid ciphertext block ¢} obtained from a different message.
Bob decrypts (c1, cb, ¢3, ca) to obtain (my, mj, m3, my), where mj is a completely different block.

Since ciphertext blocks can be substituted, reordered, inserted, or deleted without knowledge of the
secret key, ECB encryption alone provides

Confidentiality # Integrity.

The receiver has no mechanism to detect such modifications.




Why CBC Does Not Provide Integrity |

Suppose the attacker modifies the ciphertext block:

c=cide,
where e is an arbitrary error (bit-flip) vector.
The decryption of the affected plaintext blocks is:
m; = Dk(C,{) Dci_1
=Di(ci®e)Dci_g.

Since Di(+) is nonlinear,

m; # m;,
and the plaintext block m; is completely corrupted.

For the next plaintext block,
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Why CBC Does Not Provide Integrity

mi ;= Di(ciy1) ® ¢
= Di(civ1) @ (ci @ e)
= (Di(ciy1) @ ci) e
=mjy1 D e.
Thus, the attacker can introduce controlled bit flips into mj ;.

For all subsequent plaintext blocks,

m; = mj, Vji>i+2.

Hence,

m; = Di(c; D e) D ci—1 (corrupted),
miy, =miz1®@e (controlled bit flips),

m;=m;, Yj>i+2 (unchanged). w




Authenticating Block Ciphers
Authenticated Encryption (AE)
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Why Do We Need More Than Encryption?

Block cipher modes such as CBC and CTR provide

Confidentiality

An attacker may modify the ciphertext during transmission, and the receiver cannot detect the
modification.

but not

Goal
Provide the ability to detect whether a message has been altered during transmission. J

A natural solution is to compute a cryptographic digest

t = H(m), =~
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Can We Authenticate Long Messages Efficiently?

Suppose
m= (mlum27"‘7mf)a

contains many blocks.
Although a cryptographic hash produces only a fixed-size digest,
H:{0,1}* — {0,1}",
computing a separate hash or MAC after encryption requires an additional pass over the entire message.

For high-speed communication (TLS, VPNs, video streaming, cloud storage), we would like
authentication to be computed while encryption is taking place.

Question

Can integrity be computed block by block during encryption itself? J
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Universal Hashing to the Rescue

Instead of applying a cryptographic hash to the complete ciphertext, modern AEAD schemes
authenticate each ciphertext block using a keyed universal hash function.

For ciphertext blocks

C1,Coy...,Cy,
compute

ti = hk(C,'),

and combine them iteratively into a single authentication tag

t=t1 bt B---Dty.

Advantages
m Authentication is computed together with encryption.
m Only one final authentication tag is transmitted.
m Universal hashing is significantly faster than general-purpose cryptographic hashing.




Relationship Between the Block Cipher Key and the Hash Key

AES-GCM uses a single secret key K. From this key, the universal hash key is derived as

H= EK(0128),
where 0128 denotes the all-zero 128-bit block.
Thus,
Secret Key K I :I AES/Block Cipher EI =I Hash Key K’ = Ex(0'%®)

Key Observation
m No additional secret key is exchanged.
m The encryption key and the universal hash key are cryptographically linked.
m AES uses K for encryption, while GHASH uses the derived key K’ for authentication.

Other schemes employ similar approaches, in which no separate key exchange is required to obtain the keyw
universal hashing. e



AES GCM Encryption
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Libraries/security/2019.2/guide_L1/internals/gcm.html

Figure source: https://xilinx.github.io/Viti
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AES GCM Decryption
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Authenticating Associative Data

Authenticated Encryption with Associative Data(AEAD)

*For references only
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Why Do We Need Associated Data?

Authenticated Encryption (AE) protects the plaintext by providing

‘ Confidentiality + Integrity + Authentication. ‘

However, many communication protocols contain additional information that

m should remain visible,
m should not be encrypted,

m but must still be protected against modification.

Examples include

Sequence Number, Packet Header, Sender ID, Protocol Version.

Question

How can these fields be authenticated without encrypting them? }




Authenticated Encryption with Associated Data (AEAD)

AEAD extends authenticated encryption by introducing Associated Data (AAD).
(K,N,A,M) — (C, T)
where
. secret key,
. nonce,
associated data (AAD),
: plaintext,

. ciphertext,

| |
40 g >=x

. authentication tag.

Security Guarantee
m Plaintext M is encrypted.
m Ciphertext C is authenticated.
m Associated data A is authenticated but not encrypted.




How AEAD Uses Associated Data

Y

AAD L Tag

Key Idea

AAD is never encrypted. It is processed together with the ciphertext during authentication. Any modification to
either the AAD or the ciphertext causes tag verification to fail.

IISER
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Modern AEAD Schemes

‘ AES-GCM |

.
AES-CTR + GHASH | "

ChaCha20-Poly1305
ChaCha20 + Poly1305

Both schemes
m encrypt using a stream of pseudorandom bits,
m authenticate using a keyed universal hash,
m support associated data (AAD),
m are widely deployed in TLS 1.3, QUIC, SSH, Signal, and many other modern protocols.
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Implementation of AES-GCM

AES-GCM combines

for encryption and

for authentication.

Key Components
m AES-CTR encrypts the plaintext.
m GHASH authenticates both the ciphertext and AAD.
m Final output: (C, T).




Implementation of ChaCha20-Poly1305

ChaCha20-Poly1305 combines
ChaCha20
Poly1305

for encryption and

for authentication.

ChaCha20 Ciphertext ¢

AAD Poly1305

Key Components
m ChaCha20 generates the keystream for encryption.
m Poly1305 authenticates both the ciphertext and AAD.
m Final output: (C, T).
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