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® Explain the fundamental concepts, security definitions, and threat models of modern
cryptography, including symmetric-key cryptography, public-key cryptography, hash
functions, and MACs.

® Analyze the security challenges posed by quantum computing and the principles of
post-quantum cryptography, including lattice-based assumptions and NIST-

Learning standardized schemes.
Outcomes . o .
® Apply post-quantum cryptographic primitives and tools such as libogs, OpenSSL,
Kyber, and Dilithium for secure communication and hybrid cryptographic systems.
® Analyze security and privacy threats in AI/ML systems and compare privacy-
preserving techniques used in secure Al/ML systems.
® Evaluate classical, post-quantum, and hybrid cryptographic solutions for secure
system design with respect to security, performance, and deployment feasibility.
Hours
® Foundations of Cryptography: Security goals and threat models,
Symmetric cryptography, Block ciphers and stream ciphers, Encryption
and decryption, Hash functions, MACs, Authenticated encryption, PRG 4
and PRP, One-way functions, Security definitions and reductions.
® Public-Key Cryptography and Key Infrastructure: Integer factorization
problem, Discrete logarithm problem, Elliptic curve discrete logarithm
problem, RSA and ElGamal encryption, Elliptic curve Diffie-Hellman
(ECDH), Digital signatures (RSA, ECDSA), Diffie-Hellman key exchange, 3
Syllabus

® Public key infrastructure (PKI) and key management, Secret sharing,
Identity-Based Encryption (IBE), Attribute-Based Encryption (ABE),
Authenticated key exchange, TLS 1.3 overview.

® Introduction to Post-Quantum Cryptography: Motivation for post-
quantum cryptography, Quantum computing and cryptographic threats, 3
Shor's algorithm, Grover's algorithm, NIST PQC standardization process,

® Code-based cryptography, Hash-based signatures, Multivariate
cryptography,




Isogeny-based cryptography, Hybrid classical and post-quantum
cryptographic systems.

Lattice-Based Cryptography: Introduction to lattices, Properties of lattices,
Shortest Vector Problem (SVP), Closest Vector Problem (CVP), Hardness 3
assumptions (GapSVP, SIVP), Learning With Errors (LWE), Ring-LWE,
Module-LWE,

Encryption and key encapsulation from lattices, CRYSTALS-Kyber,
CRYSTALS-Dilithium, Security parameter selection and performance 3
trade-offs.

Privacy-Preserving Al/ML Systems: Security and privacy in Al/ML systems,
Differential privacy, Federated learning, Secure aggregation, Privacy-

preserving inference, Secure model sharing and watermarking, Access 4
control and authentication.

PQC Integration for Al/ML Systems: Post-quantum secure communication 4
for Al/ML systems, Hybrid cryptographic systems,

Open Quantum Safe (0QS), libogs, PQC integration with OpenSSL,
Performance benchmarking and implementation considerations. 3
Advanced Topics in Modern Cryptography: Zero-knowledge proofs, Fully
homomorphic encryption, Cryptographic agility and PQC migration 4

strategies, Selected papers and recent advances in secure Al/ML systems.
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